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A Device Driver Collects Initial Entropy Data 
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The Initial Entropy Data is Stored in a 




Nonvolatile Memory 
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The Initial Entropy Data is Hashed to Generate 




Random Seed Data 










The Device Driver Collects Current 
Entropy Data 
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The Device Driver Updates the Data in 
the Nonvolatile Memory Using the Current 
Entropy Data 
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The Updated Entropy Data is Hashed to 
Generate Updated Random Seed Data 
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An Application Program Requests a Random 
Number by Calling a Device Driver that Resides 
in the Operating System Kernel 



The Device Driver Retrieves Random Seed Data 



The Device Driver Generates a String of 
Random Bits Using the Retrieved 
Random Seed Data 
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The Device Driver Returns the String of 
Random Bits to the Requesting Application 
Program 
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